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• Full-stack developer, architect, consultant since 1997 

• Cypherpunk since 1992 - Focus on security and 
privacy 

• Financial/Payment, Healthcare, VPN-of-Things 

• Ran a hosting farm for 10 years 

• Not a representative of Let’s Encrypt or ISRG



In case you are unfamiliar with  
Let’s Encrypt…

• Certificate Authority - Free, automated 

• Product of the Internet Security Research Group, with 
funding from EFF and others. 

• Wide browser acceptance due to IdenTrust’s cross-
signature. (XP SP3, FF2.0) 

• Automated issuance with ACME protocol



From 1993 to 2015, the HTTPS 
Procedure was…

• Execute a series of OpenSSL incantations maybe only 200 people 
really understand to create a Certificate Signing Request (CSR) 

• Pay an average of $150 a year to a company that was in the right place 
at the right time a decade ago. 

• Perform a sacred email authentication ceremony. 

• Wait 

• Give the correct configuration to your web server.



The Goal of Let’s Encrypt:

Free, open, automatic, everywhere



Why?

• Fire sheep, rogue access points and cell towers, malware 
snooping, Snowden NSA revelations (confirmations), ISPs 
tryng to sell your traffic to marketers, etc. 

• Falling certificate prices haven’t enabled the web to “go 
dark”



ACME != Rocket Sleds
• “Automated Certificate Management Environment” 

• IETF Standards track 

• https://github.com/ietf-wg-acme/acme/ 

• Prototype server “boulder” (Go) / prototype client “certbot” (python) 

• Uses proof-of-control to verify authority: 

• Typically a nonce at http://site.tld/.well-known/acme-challence/nonce

https://github.com/ietf-wg-acme/acme/
http://site.tld/.well-known/acme-challence/nonce




























? Any questions  
at this point?

Next we will walk through it  
manually and see what happens  

behind the scenes













Wildcard Certificates

• DNS Verification only 

• Just ask for *.domain.tld 

• Also ask for .domain.tld 

• *.*.domain.tld is different than *.domain.tld



Configuring Load Balancers

• Port /.well-known/ to a single node 

• Use DNS01 verification 

• Be aware of rate limits if nodes are keyed differently



Limitations

• Certs good for 90 days 

• Rate limits (50 certs/domain/week, 100 hosts/cert, 20-40 
requests/second, 300 pending, 500 accounts/IP/3-hours, 
no limit on renewals) 

• No EV certs









Commercial CA Reactions

• Most of the certificates being issued are for sites that did 
not have certificates to begin with (not eroding market 
share) 

• OV, EV, and wildcard certificates are the actual money-
makers.   With DV certs racing to the bottom 

• Customized certs



Alternative Free CAs

• Amazon - Available on Elastic Load Balancer (ELB) and 
CloudFront * 

• CDNs - SAN certificates * 

• Test products from commercial CAs



That’s All, Folks!

randall@codeknights.com 
https://www.codkenights.com/presentations/
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Web site screen shots fair use - copyrights retained by the site owners 

really-important-client.com city scape, Creative Commons 2.0 
Nik Cyclist https://www.flickr.com/photos/drflint/10945018223 

Randall Bollig seal logo, trademark Randall Bollig; 
Code Knights XML symbol trademark Code Knights, Inc.; 

Construction time lapse used with permission from OxBlue Corporation 

All other parts released under the   
Creative Commons Attribution-ShareAlike 4.0 International license 

https://creativecommons.org/licenses/by-sa/4.0/ 

This presentation is in no way associated with Let’s Encrypt nor the  
Internet Security Research Group.  It does not represent the opinion 

of Randall’s clients or employer. 

Keep circulating the tapes. 
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